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Exploitability prediction: “Is the given vulnerability going to be exploited soon?”
Exploitability Prediction

For example, the CVSS assessment is not 
available before

Exploitable

Don’t know yet😜

⚠

Exploitability 
Prediction Model

CVE Description
CVSS Metrics
CPE
Proofs of Concept

Unfortunately, “just-disclosed” vulnerabilities 
do not have such information!

2 months
average of vulnerabilities before 2021
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Study Objective

Goal: Assess exploitability prediction models trained solely on early data.
Partially considered in existing research (two papers at the time 
of this study).
Establish a baseline for early prediction rather than having the 
most effective model.

Early prediction uses only what is available 
at a given time (early data).
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Data Collection

CVEs
147,900

Descriptions

Exploit DB
Public Exploits
47,742

BugTraq 
Discussions

SecurityFocus 
Discussions

147,900

65,978

26,38726,690
Matches

Needed for the 
labels

Publication 
Dates

Needed for the 
feature space
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Evaluation Setting
We adopted a time-aware and incremental evaluation setting:

~1.5 years ~1.5 years~1.5 years~1.5 years~1.5 years 90th percentile of time 
needed to see an 
exploit in ExploitDB

Fold 22Fold 21Fold 2 Fold 3Fold 1

Time-aware: Sort vulnerabilities by the CVE disclosure date.

Incremental: Split into 22 folds (with ~1.5 years of vulnerabilities), used 
incrementally. The first 80% is for training, the remaining 20% for testing.

Realistic labeling
Training instances are labeled as “Exploitable” only if an exploit occurred 
before the date of the last training instance.
Testing instances are labeled as “Exploitable” only if an exploit occurred 
before the date of the last testing instance.

Metrics: F1 and MCC (also weighted on the training set size). 
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Experimented Configurations
Descriptions

BugTraq 
Discussions

SecurityFocus 
Discussions Text Corpora

7
Impact of early data 
source combinationsRQ1

RQ2
Impact of learning 
configurationsBag-of-Words, Term Frequency, TF-IDF, Doc2Vec

4 input representations (text to features)

Learning Configurations
72SMOTE, NearMiss (v3), None

3 training data balancing schemas

Random Forest, Decision Tree, SVM, 
Logistic Regression, Naive Bayes, KNN

6 learning algorithms
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RQ1: Impact of Data Sources

• CVE descriptions are the best for early predictions.

• The results are even worse without them. 
• Online discussions contribute marginally, but they 

do not harm either.

    No model scored an 
average of more than:

CVE descriptions are enough!

• 0.48 F1 Score 
• 0.35 MCC

CVE + SecurityFocus 
is the best overall.

Best Corpus
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RQ2: Impact of Learning Configurations
Best configuration

Zoom: CVE + SecurityFocus corpus (F1 score).

  In central rounds, F1 was 
0.8+, but MCC was around 0.0! 
The test sets had almost 
exclusively true instances!

• Very good in central rounds (8th-15th), 
with peak on the 15th (up to 2011).


• Drop toward zero in final rounds 
(after 15th)!!

All models share a similar trend

• Weighting with Term Frequency

• SMOTE oversampling

• Logistic Regression model
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The Road Ahead

Is ExploitDB a reliable source for the ground truth?

Difficult to prove, but it does not seem the case. Maybe people are using 
ExploitDB less…

Call to action: Enhance the tracking of exploited vulnerabilities in 
the wild for a more reliable ground truth.

Are more recent vulnerabilities more difficult to exploit?

Aggregating other exploit catalogs does not help much (too small).

We observe that the number of vulnerabilities in 2010-2020 is double the 
number in 2000-2010. But the number of exploits published was halved!



How Reliable Can It Be?

Early and Realistic Exploitability Prediction of 
Just-Disclosed Software Vulnerabilities

Preprint

emanuele.iannone@tuhh.de

https://emaiannone.github.io/

@EmanueleIannon3

Emanuele 
Iannone


