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Software Vulnerabilities are…
… okay just kidding, let’s start directly with a real-world example!

Context

Let’s consider a vulnerability related to the authentication server of Cloud Foundry:

The vulnerability was entirely 
caused by a flaw in just one file.

CVE-2019-11274 
A Cross-Site Scripting vulnerability caused 

by an unsanitized URL query parameter.
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This commit is known 
in the literature as

Vulnerability-Contributing 
Commit (VCC)
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Software Vulnerabilities are…
… okay just kidding, let’s start directly with a real-world example!

Context

Let’s consider a vulnerability related to the authentication server of Cloud Foundry:

A Cross-Site Scripting vulnerability caused 
by an unsanitized URL query parameter.

time

Fix 
(a34f55fc)

Creation 
(e55f8854)

Sept 2012 July 2019July 2014

30+ changes20+ changesHistory

We have just seen an example of the

Life Cycle of a Vulnerability!
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Discovery
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Patching

Disclosure



Large-scale studies that focus on the insertion-fixing cycle do not exist. 
We want to shed light on the life of a vulnerability by looking directly at 

the affected software product.



NVD CVE Search 
Dump

Oh God, it’s been 
three years

Method

We downloaded the full content in Nov 2020: 
more than 142k CVEs.



NVD CVE Search 
Dump

CVEs w/ non-merge 
fixing commit

Method

We selected the CVEs having reference to fixing commits: 
3,663 CVEs.



NVD CVE Search 
Dump

CVEs w/ non-merge 
fixing commit

Accessible 
Repositories

We ensured the linked repositories were still accessible.

Method



Method

CVEs w/ non-merge 
fixing commit

Accessible 
Repositories

VCC Retrieval

We run an algorithm based on a variant SZZ for 
vulnerabilities to retrieve its VCCs.



CVEs w/ non-merge 
fixing commit

Accessible 
Repositories

VCC Retrieval

We ended up with 12k VCCs from 1,096 projects… that we 
used to answer four research questions.

CVE-Z

CVE-X

CVE-Y

VCCs of each CVE

Method
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Most vulnerabilities (~60%) required multiple VCCs and days to be 
introduced. 

On average, at least 4 VCCs over 4 years!
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VCCs touch a few files: just one on average. Moreover, they tend to 
add new lines more than delete them (110 vs. 26).
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Results

RQ1

RQ3

RQ2

RQ4

Most vulnerabilities (~60%) required multiple VCCs and days to be 
introduced. 

On average, at least 4 VCCs over 4 years!

VCCs touch a few files: just one on average. Moreover, they tend to 
add new lines more than delete them (110 vs. 26).

Vulnerability detection tools could intercept emerging vulnerabilities as soon 
as the first signals appear, rather than waiting their “final form”.
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For all VCCs

Commit Goal (from the Message)
New feature
Bug Fixing
Enhancement
Refactoring

We assigned a set of categories according to 
specific characteristics.
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enhancements of existing code. 
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Almost all vulnerabilities (~85%) appeared after the project's first 
year. More than 60% of VCCs are 30+ days distant from a release.

We assigned a set of categories according to 
specific characteristics.

Most VCCs (~70%) had the explicit goal of making some 
maintenance activity, such as bug fixing, refactoring, or general 

enhancements of existing code. 



What is the context in which contributions are made into the source code? Results

RQ1

RQ3

RQ2

RQ4

CVE-Z

CVE-X

CVE-Y

VCCs of each CVE

RQ2
For all VCCs

We assigned a set of categories according to 
specific characteristics.

Commit    
New feature
Bug Fixing
Enhancement
Refactoring

Proximity  
Distance   

Project 


Most VCCs (~70%) had the explicit goal of making some 
maintenance activity, such as bug fixing, refactoring, or general 

enhancements of existing code. 

Almost all vulnerabilities (~85%) appeared after the project's first 
year. More than 60% of VCCs are 30+ days distant from a release.

Contextual information about the files’ history and the project status could 
benefit vulnerability detection tools.
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What is the survivability of vulnerabilities? Results

RQ1

RQ3

RQ2

RQ4

CVE-Z

CVE-X

CVE-Y

VCCs of each CVE

RQ3

Fixes of each CVE

CVE-Z

CVE-X

CVE-Y

CVE-Z

CVE-X

CVE-Y
We relied on the Kaplan-Meier estimator 
to measure their survival probability.

For all CVEs

Kaplan, E. L., and Paul Meier. “Nonparametric Estimation from Incomplete Observations.” Journal of the American Statistical Association, vol. 53, no. 282, 1958, pp. 457–81. 
JSTOR, https://doi.org/10.2307/2281868.

We measured the time in terms of:

Commits    fi

Days

We analyzed the period between the last 
VCC and the last fixing commit.
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(CWE-787, CWE-125, etc.) tend 
to be fixed later than others.

Input-validation vulnerabilities 
(CWE-79, CWE-20, etc.) tend to 

be fixed earlier than others.
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What is the survivability of vulnerabilities? Results

RQ1

RQ3

RQ2

RQ4

RQ3

1 out of 2 vulnerabilities 
survive for at least 511 days 

(one year and a half)!

Memory-related vulnerabilities 
(CWE-787, CWE-125, etc.) tend 
to be fixed later than others.

Input-validation vulnerabilities 
(CWE-79, CWE-20, etc.) tend to 

be fixed earlier than others.
Why do vulnerabilities survive so long: Lack of awareness? Underestimation of 

the risk? Or is it just carelessness? Need further investigations.



How are vulnerabilities removed from the source code?

Results

RQ1

RQ3

RQ2

RQ4



How are vulnerabilities removed from the source code? Results

RQ1

RQ3

RQ2

RQ4

RQ4

Fixes of each CVE

CVE-Z

CVE-X

CVE-Y

Statistically 
significant 

sample!

Derive a taxonomy of recurring fixing actions.

Determine the kind of fixing action according to 
two independent inspectors.

For 351 CVE-Fix pairs



How are vulnerabilities removed from the source code? Results
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ImplementationMemory 
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Users & 
Networking Configuration

In any case, the fixing commits are relatively simple: On a median, 
only one file requires fixes, adding 10 new lines and removing four.

The inspectors found 23 recurring activities belonging to four 
different categories.



How are vulnerabilities removed from the source code? Results
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RQ4

RQ4

Fixes of each CVE

CVE-Z

CVE-X

CVE-Y

ImplementationMemory 
Management

Users & 
Networking Configuration

In any case, the fixing commits are relatively simple: On a median, 
only one file requires fixes, adding 10 new lines and removing four.

The inspectors found 23 recurring activities belonging to four 
different categories.

Fixing vulnerabilities seems not to be the problem. Developers should just be 
encouraged to apply the recommendations proposed by APR tools.



Questions?Thank You!

The Secret Life of Software Vulnerabilities
A Large-Scale Empirical Study


