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Security Unit Tests: Context and Problem
@Test public void rejectsTooLongPath() { 
  String source = "foo.bar"; 
  for (int i = 0; i < 9; i++) { 
    source = source + "." + source; 
  } 
  assertThat(source.split("\\.").length, 
    is(greaterThan(1000))); 
  final String path = source; 
  exception.expect(IllegalArgumentException.class); 
  PropertyPath.from(path, Left.class); 
} 

Fails on vulnerable code

Test for CVE-2018-1274 (resource 
allocation error) in Spring Data Commons

Vulnerability-witnessing tests

Passes on patched code
We call tests like this:

Not much is known about them 🥀 
We do not find many in vulnerability-fixing commits.
If they exist in test suites, they are not explicitly mapped to known vulnerabilities.

FIND vulnerability tests in project repositories and MATCH them to the 
correct vulnerability statically (running tests is inconvenient).
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VuTeCo: Vulnerability Test Collector
@Test public void rejectsTooLongPath() { 
  String source = "foo.bar"; 
  for (int i = 0; i < 9; i++) { 
    source = source + "." + source; 
  } 
  assertThat(source.split("\\.").length, 
    is(greaterThan(1000))); 
  final String path = source; 
  exception.expect(IllegalArgumentException.class); 
  PropertyPath.from(path, Left.class); 
} 

Fine-tuned UniXcoder + 
Linear Clf. Head

Fine-tuned  
DeepSeek Coder 

6.7B-Instruct

Security

UnclearProbability of 
Positive Class

0.4

@Test public void rejectsTooLongPath() { 
  String source = "foo.bar"; 
  for (int i = 0; i < 9; i++) { 
    source = source + "." + source; 
  } 
  assertThat(source.split("\\.").length, 
    is(greaterThan(1000))); 
  final String path = source; 
  exception.expect(IllegalArgumentException.class); 
  PropertyPath.from(path, Left.class); 
} 

Test Method

Vulnerability 
Description

Application X is 
affected by...

Prompt Template
You are an expert... 
Vulnerability description: ... 
JUnit test method: ...

Extract Classification 
(Regex)

Matched Not 
Matched

Test Method

VuTeCo makes two types of classifications…

Finding 
Task

Matching 
Task

+
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VuTeCo Experimental Evaluation (RQ1)
Best AI model to find security tests 
and match them to vulnerabilities.RQ1

Vul4J*

79 Java vulnerabilities with 
confirmed witnessing tests.

*Q. -C. Bui, R. Scandariato and N. E. D. Ferreyra, "Vul4J: A Dataset of Reproducible Java Vulnerabilities Geared Towards the Study of Program Repair 
Techniques," 2022 MSR doi: 10.1145/3524842.3528482.
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VuTeCo Experimental Evaluation (RQ1)
Best AI model to find security tests 
and match them to vulnerabilities.RQ1

Vul4J*
Encoder 

+ Clf. head

Instruction-
tuned LLM

51 Projects

Security 
(108 tests)

Unclear 
(39,542 tests)

Finding 
Dataset

76 CVEs

Matched 
(105 pairs)

Not Matched 
(84,506 pairs)

are in Vul4J

Test methods

heuristic 
test retrieval

Project-wise 
Test-CVE pairs

are in Vul4J Matching 
Dataset

80/10/20 
Splitting

80/10/20 
Splitting

Train and Test
CodeBERT
CodeT5+
UniXcoder

CodeLlama
DeepSeek Coder
Qwen2.5-Coder

7 Baselines

No direct competitors 
of VuTeCo (both tasks)Focus on F0.5 Score

Build a good dataset 
(quality over quantity).

Precision more 
important than recall.

*Q. -C. Bui, R. Scandariato and N. E. D. Ferreyra, "Vul4J: A Dataset of Reproducible Java Vulnerabilities Geared Towards the Study of Program Repair 
Techniques," 2022 MSR doi: 10.1145/3524842.3528482.
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VuTeCo Experimental Evaluation (RQ1)

Test Set

Finding 
Task

21 positive 
out of 7,931

Test Set

Matching 
Task

21 positive 
out of 16,923

The low precision of 
FixCommits suggests that 
tests in fixing commits are 
often not security-related!
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VuTeCo In-the-wild Evaluation (RQ2)
Effectiveness of VuTeCo finding 
and matching in the wild.RQ2

427 Projects 
(HEAD revision)

Precision Assessment 
(2 inspectors)

VuTeCo

319

224 
(70%)

Pool: 1M+ test methods Pool: 5M+ test-CVE pairs

vs. 83% in RQ1

96

45 
(47%) vs. 75% in RQ1

Finding 
Task

Matching 
Task

False Positive caused by…
Misleading Terms (“bad”, “inject”)
Literal Strings (URLs, commands)

Need to…
Filter noisy tokens
Add context to the input
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Now we can finally…

… then what?

Test4Vul
We collected the validated results 

in a new public dataset:

VuTeCo

+
Perform analyses on code-level 
security tests 
Train AI models to generate 
code-level security tests
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