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+9 0%, Software products on the
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Libraries and frameworks /
have defects, especially
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Detecting Vulnerable
0SS Components

—0

Static Analysis

Quick and easy,
but low precision

Ponta, Serena & Plate, Henrik & Sabetta, Antonino. (2020).

Detection, assessment and mitigation of vulnerabilities in open source dependencies.



Detecting Vulnerable
0SS Components

—O
Static Analysis
O— Quick and easy,
. . but low precision
Static + Dynamic

More precise, but
require good test
suites

Ponta, Serena & Plate, Henrik & Sabetta, Antonino. (2018).

Beyond Metadata: Code-centric and Usage-based Analysis of Known Vulnerabilities in Open-source Software.
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Are we able to generate a
test case that executes the
vulnerable components?

Search-based automatlic
Exploit GenEration



Are we able to generate a

A(A)-. test case that executes the
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(\./ The Implication

If SIEGE generates an exploit
easily then an attacker can
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Preliminary Evaluation

.“ Known vulnerabilities of
Java libraries

o Successful exploits ===
64 I° ( ) with 60s budget
Finding #1 Finding #2
The performance are The performance are influenced
influenced by the specific by how the vuinerable

vulnerability component is called IL



The Future

Integration in known
vulnerability assessment tools

evaluation

> Improve and extend the
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